Policy Details:

Version : 1.0

	Date of Preparation:
	

	Date of Verification:
	

	Prepared by:
	

	Verified by:
	

	Authorized by:
	




1. Antivirus Policy: Antivirus policies, set of actions that are carried out automatically to protect the network and its endpoints from viruses and other malware:

1. The anti-virus products shall be operated in real time on all servers and computers in office.
1. All systems used for ICICI bank should be updated with recent version of anti-virus.
1. All systems are to be configured such that they schedule regular operating system updates as provided by the Windows updates
1. Organizational blockings and disabling of applications as defined by the bank.

2) Password policy: Password is created to establish a standard for creation of strong password s, the protection of passwords, and the frequency of change and defining responsibility of password
              A) all passwords are to be treated as sensitive and confidential information
              B) Each identity should, private identity for accessing IT network services and must have strong private alphanumeric password to be able to access.
              C) Uniqueness: it is absolutely forbidden to share passwords or credentials.
1. Length: At least nine characters. • Must not contain the name of the account user or part of the user’s full name consisting of more than two consecutive characters.                     
1.      E) Must contain at least one character from three of the following categories: o Upper-case letters of the English alphabet (A to Z), lower-case letters of the English alphabet (a to z), o the 10 basic digits (0 to 9), o other non-alphanumerical characters (e.g.!, $, #, %
           E) Protecting password, It is of utmost importance that the password remains protected at all times. The following guidelines must be always adhered to: • Passwords shall not be revealed to anyone. • • Passwords shall not be displayed on screen in the form or readable text.


1. Data Privacy:   Data Privacy relates to the control of customer data accessibility by channel partner. The Vendor need to ensure the data is protected and is purged in every three months and must not be shared with 3rd party. 
1. Any data in the form of documents/SOA/FC/Omni docs/Trail/Settlement Letter/E-mail should be purged as per the bank policy. 
1. Vendor should conduct regular risk assessment to identify and evaluate potential threats to their data privacy and security. This can include both internal and external threats such as cyberattacks, data breaches and employee malfeasance
1. Train all employees on data privacy and security to ensure best practices, including how to handle sensitive customer data, how to identify potential security threats and how to respond to security incidents.
1. Secure the data with proper encryption, firewalls, intrusion detection system, real time monitoring systems and anti-virus software.
1. Assets management Policy: This policy provides procedures and protocols supporting effective organisational asset management specifically focused on electronic devices.
1. Label all desktop workstations with bank name and assign serial number to each.
1. Each system must be above windows 8.1 .
1. Antivirus software must be installed in every system and must be scanned in regular designed schedules.
1. Any system taken for maintenance must be updated in bluebook.
1. IT Support shall mitigate risk by ensuring backup and/or redundancy of the affected systems/applications, in accordance with the IT Security Plan Policy.
1. Upon installing hardware, IT Support shall give each item a unique Asset ID. IT Support shall update the IT Asset Inventory Database and IT Network Map after installing assets 

1. HR Policy: 
1. On boarding:
· All newcomers must submit KYC documents 
· All employees must get police verification completed
· Background verification is conducted for all new joiners.
· DRA trained employees only get the ID card issued.
1. Off boarding:
· Employee must submit resignation request letter and ID card need to submit same day.
· He/she will not visit to customer on field while on notice period and will only do follow up.
· ID card must be returned to main branch once updated the request in Optimus and VSTS
· All system and application password to be changed with immediate effects.


